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Foreword 
The Australian tea tree oil industry is growing with production improving and expanding. A key 
objective of the AgriFutures Tea Tree Oil Program is to fund research and development that will 
maintain the demand for Australian tea tree oil to match the increasing supply. Tea tree oil is sold into 
local and international markets as a key ingredient in healthcare, cosmetic and industrial products. 
These markets are increasingly demanding proven data sets to show the history and origins of the oil, 
including tracking it as it is grown on farm, processed, exported and eventually sold in various 
products to the end user. A traceability system will deter adulterated product sales by exposing it in 
the marketplace. 

Following on from a previous project that investigated the suitability of blockchain within the tea tree 
oil supply chain, this project has developed a blockchain traceability solution. The establishment of an 
unbreakable chain of traceability of certified pure tea tree oil from farm to the consumer will provide 
quality assurance in the market to increase the demand for certified product. The blockchain system 
will increase demand as manufacturers and consumers are assured that these products contain 100% 
pure Australian tea tree oil. 

This project involved the input from a number of industry representatives working with a blockchain 
developer, Geora, to build a minimal blockchain system. This system will be used to demonstrate, 
educate and encourage adoption in the tea tree oil industry. Tea tree oil producers that adopt the 
blockchain system will add value to their product to maintain their current markets and open new 
opportunities.   

Blockchain technology developed for the tea tree industry has the potential to be utilised by other 
industries concerned with provenance and traceability. It has immediate applications for other 
Australian essential oil industries and could expand to Australian Certified Organic products.  

 

This report for the AgriFutures Tea Tree Oil Program adds to AgriFutures Australia’s diverse range of 
more than 2,000 research publications. It forms part of our Growing Profitability arena, which aims to 
enhance the profitability and sustainability of our levied rural industries. Regional communities and 
the broader Australian economy depend on profitable farms.  

Most of AgriFutures Australia’s publications are available for viewing, free downloading or 
purchasing online at: www.agrifutures.com.au.  

 

John Smith 
General Manager, Research 
AgriFutures Australia 

http://www.agrifutures.com.au/
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Executive Summary 
What the report is about 

Blockchain is a technology that can be used successfully by the tea tree oil (TTO) industry. There are 
few companies with the appetite to lead development of a utility that would benefit an entire industry; 
ATTIA Ltd is such an entity, and has the necessary vision, mandate and drive.  

Blockchain’s best demonstrated value is in niche applications with specific use cases. These include 
elements of data integration for tracking asset ownership and asset status in which distributed ledgers 
can tackle pain points, including inefficiency, process opacity, and fraud. 

Two of these factors precisely capture the use case for TTO: it operates in a niche supply chain that is 
challenged by both process opacity and fraud. 

Three key principles should be addressed when launching a project of this nature: 

1. An industry must start with a problem. The TTO industry has two: a) adulteration; and b) a 
lack of traceability beyond the farmgate. Blockchain will address these elegantly if, as is 
anticipated, it is accepted and adopted beyond the farmgate. 

2. Organisations must identify a rationale for investment that reflects their market position that 
is supported both by the board and by users, without fear of cannibalisation: ATTIA’s current 
approach using a novel technology solution addresses this well, given the complexity of 
educating users on the use and function of blockchain. 

3. All involved must agree to a mandate and commit to a path to adoption: this is where we are 
up to, and all agree that adoption of blockchain is a common-sense extension to ATTIA’s 
ongoing and code of practice (COP) quality assurance scheme. The concept of performance 
targets (transaction, volume and velocity) must still be addressed, but the ATTIA membership 
has a real appetite to set up the necessary organisational frameworks, working groups and 
communications protocols so that development, configuration, integration and marketing to 
drive adoption at scale are sufficiently supported to achieve successful adoption. 

This project involves developing a minimum viable product1 (MVP) blockchain protocol to the point 
where it can be launched, tested and demonstrated to selected industry participants to educate them on 
the protocol. It can then seek their input on the usefulness and validity of a fully functioning 
blockchain protocol based initially on code of practice (COP)-accredited 100% pure Australian TTO. 

Three key applications for blockchain have emerged: traceability; payment security; and real-time 
finance. This project concentrates exclusively on traceability. However, the protocol has been 
designed to ensure that the other two key applications can be easily integrated, if desired, as the 
protocol is rolled out and developed. 

The Geora protocol, which uses the open-source Ethereum platform, fills the gap between base 
technology and its application to agri-supply chains and their participants. Architecting a solution to 
meet the specific needs of agriculture means designing for privacy, key management, ease of access, 
and creating applied smart contracts. 

Who is the report targeted at? 

This report is targeted at all TTO industry stakeholders to help them understand the potential for 
blockchain that allows full, inviolable traceability for 100% pure Australian TTO. This technology 

 

1 MVP is a concept that stresses the impact of learning in new product development. An MVP is a version of a new product that enables a 
team to collect the maximum amount of validated learning about customers with the least effort. This validated learning enables an 
understanding of the interest in the product without fully developing it. 
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aims to minimise the impact of adulteration on producers and the end user, thus ensuring that demand 
for 100% pure Australian TTO is maximised to support a sustainable Australian TTO industry for the 
foreseeable future. 

Where are the relevant industries located in Australia? 

100% pure Australian TTO is produced in the northern and central coastal region of northern NSW 
and in scattered pockets of coastal QLD. There is also a concentration of producers on the Atherton 
Tablelands in Far North QLD. 

The industry comprises about 150 producer/growers serviced by about 25 distilleries. Just over 5,000 
hectares is planted to Melaleuca alternifolia, producing about 1,000 metric tonnes (MT) of 100% pure 
Australian TTO per annum. Ninety per cent of all production is exported to multiple destinations, with 
North America (50%), Europe (35%) and Asia (15%) the dominant markets [1]. 

This project will benefit all links of the TTO supply chain, from the producer through to the ultimate 
end user, by ensuring that 100% pure Australian TTO is reliably and immutably tracked from the 
paddock to the bottle. 

Background 

A significant threat to the Australian tea tree industry is adulteration, which has plagued the industry 
for several decades. The fraudulent dilution of 100% pure TTO with industrial waste allows 
competitors to severely undercut the market for 100% pure TTO. Historical evidence (2010–15) 
shows that 50–70% of all TTO sold to consumers was adulterated [2, 3]. This has been mitigated 
through a decade-long campaign of testing and education of manufacturers and consumers. It is now 
estimated that about 30% of ‘100% pure TTO’ sold is adulterated (unpublished data) although the 
precise percentage of adulterated TTO in TTO-containing formulated products (cosmetics and 
pharmaceuticals) remains unknown.  

To help better resolve the problem of adulteration, the Australian tea tree industry is championing the 
rollout of an end-to-end supply chain traceability solution using blockchain technology to gain better 
traceability along their supply chain. Export markets now demand proven datasets to show the history 
and origins of 100% pure COP-accredited Australian TTO. This includes tracking products as they are 
grown, processed, exported, and eventually sold in various products to consumers, with particular 
emphasis on post-farmgate traceability because transparent traceability is currently available only up 
to the farmgate.  

It is vitally important to understand that this project is delivering only the most basic (MVP) solution 
to the issue of immutable traceability. Integration with other software within individual organisations 
that choose to adopt the protocol will be managed through Geora’s application layer. It is being 
developed as an application programming interface2 (API) specifically for the tea tree industry to 
engage with the Geora protocol. This API is the user interface for participants in the TTO supply 
chain to create and store records of TTO. It is owned jointly by ATTIA and Geora. 

Aims/objectives 

− Determine the most critical data capture points and key assertions about the tea tree supply 
chain. These assertions are the most relevant claims or certificates to be tracked and verified. 

 

2 An application program interface (API) is a set of routines, protocols, and tools for building software applications. An API specifies how 
software components should interact. 
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− Scope the various data-capture methods along the supply chain, including in production, 
processing, logistics and packaging, and identify where more applications or devices will need 
to be implemented. 

− Assess and record the user requirement to visualise and interact with the digital supply chain. 
This may include the use of smart packaging or QR codes to link the end consumer to the 
history of the tea tree oil recorded in the chain.  

− Begin with initial user case studies with select participants to enable the initial rollout and 
testing of a foundational digital system. 

− Liaise with the various platforms’ points of contact to help set up software and hardware. At 
each phase, analyse and test various outcomes to continuously optimise and improve the 
solution. 

− Share knowledge with industry participants to test blockchain solutions along the supply chain, 
including training internal developers to continue managing and improving the systems. 

Methods used 

Because this type of protocol has never been developed before, the approach taken was ad hoc with 
regular meetings to discuss and resolve issues as and when they arose. 

Geora scheduled a series of videoconference meetings with TTO industry representatives on a 2-week 
schedule starting 13 January 2020. Issues relating to functionality, form and the graphic user interface 
(GUI) were discussed and resolved as they arose.  

Once the protocol was released, a series of ‘sandbox’ tests were conducted to ensure the protocol met 
the MVP requirements developed in Blockchain Traceability for Tea Tree Oil 1 [4]. 

Results/key findings 

− Development commenced with identifying critical data points and key assertions, and was 
successfully completed for an MVP version. Importantly, new assertions and data points 
identified and recorded throughout the project can be used for development in relation to the 
objectives of the report. 

− Initial rollout and testing of a digital system was successful; sandbox sessions analysed and 
tested various outcomes for continued optimisation and improvement to the solution. 
Improvements beyond the MVP have been identified and recorded that will allow more 
development and testing in future versions. 

− Industry participants are now well versed in the MVP version and have a clear picture of the 
abilities and substantial limitations of the system. This will help ATTIA to educate and inform 
others (it already has with two sandbox sessions with US-based manufacturers), and to facilitate 
training that will eventually be compiled into a user manual for new entrants. 

− Training of internal developers should not have been included in this project because the 
current (MVP) version is not robust enough to contemplate a release date. 

− If it is adopted, the potential benefit of a fully functional and well-integrated inviolable 
traceability protocol based on blockchain is incalculable for every link in the TTO supply 
chain, from the producer/grower right through to the end user, particularly if a major chain such 
as Walmart becomes involved. 
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Implications for relevant stakeholders 

− In its current form, the protocol has the potential to be a catalyst for further incremental 
development, testing and input from a wide range of links in the TTO supply chain. It could 
help develop a model that covers the many demands and novel concepts that a simplified 
version has already raised. It is increasingly obvious that the use of an MVP to introduce the 
concept of a blockchain protocol was the correct decision.  

− When a discerning end user can scan a product in a retail shop to see a tick of approval showing 
the product contains only COP-accredited 100% pure Australian TTO, communities will 
benefit from less exposure to potentially harmful adulterants found in bogus TTO. 

− A real use case has been proposed to enable collection of compulsory levies using data 
generated through the blockchain. If implemented and correctly permissioned, policy makers 
and users could utilise the data from producer/growers to calculate levy returns automatically. 

Recommendations 

It is strongly recommended that this project be further funded and developed towards its logical 
conclusion as a robust, integrated and inviolable system that starts with COP accreditation at the 
producer/grower node and ends with a discerning end user. Using a free app, either on a product in a 
retail shop or in an e-commerce website, the end user can scan a G-code to see a tick of approval 
showing that the product contains only COP-accredited 100% pure Australian TTO. 
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Introduction 
This report addresses the second phase of a project to provide the tea tree oil (TTO) industry with a 
viable blockchain solution enabling full, inviolable traceability, from the creation of a TTO asset in a 
batch through to the manufacturer and eventually on to the end user. 

A significant threat to the Australian tea tree industry is adulteration, which has plagued the industry for 
several decades. The fraudulent dilution of 100% pure TTO with industrial waste enables competitors to 
severely undercut the market for 100% pure TTO. Historical evidence (2010–15) shows that 50–70% of 
all TTO sold to consumers was adulterated [2, 3]. This has been mitigated through a decade-long 
campaign of testing and education of manufacturers and consumers; it is now estimated that about 30% 
of ‘100% pure TTO’ sold is adulterated (unpublished data), although the percentage of adulterated TTO 
in TTO-containing formulated products (cosmetics and pharmaceuticals) remains unknown. 

To help resolve the problem of adulteration, the Australian tea tree industry is championing the rollout 
of an end-to-end traceability solution using blockchain technology to gain better traceability along their 
supply chain. Export markets now demand proven datasets to show the history and origins of 100% 
pure COP-accredited Australian TTO. This includes tracking products as they are grown, processed, 
exported and eventually sold in various products to the consumer, with particular emphasis on post-
farmgate traceability because transparent traceability is currently available only up to the farmgate. 

Blockchain technology can be used successfully by the TTO industry. There are few companies that 
have the appetite to lead development of a utility that would benefit an entire industry. ATTIA is such 
an entity and has the necessary vision, mandate and drive. 

Blockchain’s best demonstrated value is in niche applications with specific use cases. These include 
elements of data integration for tracking asset ownership and asset status in which distributed ledgers 
can tackle pain points, including inefficiency, process opacity, and fraud. 

Two of these factors precisely capture the use case for TTO: it operates in a real niche supply chain that 
is challenged by process opacity and fraud. 

There are three key principles to be addressed when launching a project of this nature: 

1. An industry must start with a problem; the TTO industry has two: a) adulteration; and b) a lack 
of traceability beyond the farmgate. Blockchain will address these elegantly if, as is anticipated, 
it is accepted and adopted beyond the farmgate. 

2. Organisations must identify a rationale for investment that reflects their market position that is 
supported by the board and by users without fear of cannibalisation: ATTIA’s current approach 
using a novel technology solution addresses this well, given the complexity of educating users 
on the use and function of blockchain. 

3. All involved must agree to a mandate and commit to a path to adoption. This is where we are up 
to, and all agree that adoption of blockchain is a common-sense extension to ATTIA’s ongoing 
and very successful code of practice (COP) quality assurance scheme.  

The concept of performance targets (transaction, volume and velocity) still must be addressed, but there 
is no doubt that the ATTIA membership has the appetite to set up the necessary organisational 
frameworks, working groups and communications protocols so that development, configuration, 
integration and marketing to drive adoption at scale are sufficiently supported to achieve successful 
adoption. 

This project is a continuation of PRJ-011952 Blockchain Traceability for Tea Tree Oil 1 [4] where 
Geora Ltd was engaged to complete process mapping for TTO from the paddock to the manufacturer. 
PRJ-011952 showed that data can be captured at points along the TTO supply chain to create better 
traceability from farm into a final product. In Stage 1, a two-day workshop involving Geora and TTO 
industry representatives mapped the basic processes in a TTO industry supply chain and developed  a 
minimum viable product (MVP). 
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This project involves developing an MVP blockchain concept to the point where it can be launched, 
tested and demonstrated to selected industry participants to educate them on the protocol. It then seeks 
their input on the usefulness and validity of a fully functioning blockchain protocol based initially using 
COP-accredited 100% pure Australian TTO as the traded commodity. 

Blockchain technology is emerging as the preferred platform for inviolable traceability; indeed, some 
large chains, such as Walmart, already use it to track and trace fresh produce [5] and pharmaceuticals 
[6]. Walmart is expected to turn their attention to cosmetics and personal care products in the near 
future, so the Australian TTO industry must be ready to take advantage when it happens. 

Blockchain technology brings together a range of established technologies into a highly novel structure. 
Being a nascent industry, the range of available blockchain protocols can be difficult to navigate 
because they are rapidly developing and improving. Protocols such as Ethereum, Corda and 
Hyperledger are currently the front runners and there are hundreds of others. All are working to solve 
many of the current challenges to allow commercial adoption and scale. 

Three key applications for blockchain have emerged: traceability, payment security and real-time 
finance. This project concentrates exclusively on traceability. However, the protocol has been designed 
to ensure that the other two key applications can be readily integrated, if desired, as the protocol is 
rolled out and developed. 

A blockchain is a form of database that stores information across a distributed network. But unlike 
traditional hub-and-spoke style databases, blockchains do not have a controlling central party. Each 
individual computer (nodes) involved in the network runs a copy of the ledger and plays a role in 
approving and processing all transactions. Access to the database is either by invitation or open access. 

Agri-supply chains are naturally distributed networks made up of multiple participants needing access 
to the same set of data about a common physical asset. This is therefore a natural use case for 
blockchain technology, which enables secure and immutable data sharing across distributed networks. 

Blockchains are append-only data structures, meaning that information can only ever be added to the 
ledger and never erased – this is critical in giving blockchains their key feature of being highly 
immutable. Smart contracts are key components of many blockchain applications; importantly, they are 
not legal contracts. Instead, they are pieces of code that contain instructions for the blockchain to 
execute transactions based on specified permission structures that form the basis for all transactions. 
Thus, blockchains are unique in that they use these smart contracts to structure and manipulate data in 
the form of tokens. These tokens can represent any kind of asset, whether a currency, physical 
commodity or legal contract.  

Consensus mechanisms based on specific permissions are the ways in which data is accepted into the 
shared ledger. When transactions are proposed to the network, a consensus algorithm determines 
whether or not they will be accepted and processed. If accepted, a group of transactions are bundled 
together and processed as the next ‘block’ in the chain.  

The Geora Protocol, which uses the open-source Ethereum platform, fills the gap between base 
technology and its application to agri-supply chains and their participants. Architecting a solution to 
meet the specific needs of agriculture means designing for privacy, key management, ease of access and 
creating applied smart contracts. 

It is vitally important to understand that this project is delivering only the most basic solution to the 
issue of immutable traceability. Integration with other software within individual organisations that 
choose to adopt the protocol will be managed through Geora’s application layer, which is being 
developed as an application programming interface (API) specifically for the tea tree industry to engage 
with the Geora protocol. This API is the user interface for participants in the TTO supply chain to create 
and store records of TTO, and is owned jointly by ATTIA and Geora. 
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Objectives 
1) Development: 

a) Determine the most critical data capture points and key assertions about the tea tree supply 
chain. These assertions are the most relevant claims or certificates to be tracked and verified. 

b) Scope the various data-capture methods along the supply chain, including in production, 
processing, logistics and packaging, and identify where more applications or devices will need 
to be implemented. 

c) Assess and record the user requirement to visualise and interact with the digital supply chain. 
This may include the use of smart packaging or QR codes to link the end consumer to the 
history of the tea tree oil recorded in the chain. 

2) Implementation: 
a) Begin with initial user case studies with selected participants to enable initial rollout and testing 

of a foundational digital system. 
b) Liaise with the various platforms’ points of contact to help set up software and hardware. At 

each phase, analyse and test various outcomes to continually optimise and improve the solution. 
3) Education and training: 

a) Share knowledge with industry participants to test blockchain solutions along the supply chain, 
including training internal developers to continue managing and improving the systems. 
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Methodology 
Geora Ltd was formally given the go-ahead to develop an API and a user interface (UI) in mid-January 
2020 when funding was approved. 

As this type of protocol had never been developed, the approach taken was ad hoc with regular 
meetings to discuss and resolve issues as and when they arose. 

The COVID-19 pandemic had only a minor impact on the development process because Geora 
personnel are IT specialists who were able to work remotely. Some connectivity issues slowed the 
initial development, but these appear to have been quickly and efficiently resolved, despite the Geora 
project leader (Bridie Ohlsson) remaining stranded in Singapore for the duration of the project and for 
the foreseeable future.  

Geora scheduled a series of videoconference meetings with TTO industry representatives, including the 
author, Phillip Prather of Down Under Enterprises, Yannick Castella of Main Camp Natural Extracts, 
and Glenn Donnelly of Blue Dog Agriculture. Fortnightly meetings began on 13 January 2020. Issues 
relating to functionality, form and graphic user interface (GUI) were discussed and resolved as they 
arose.  

1. On 5 March 2020, a user profile was created for all industry participants, followed the next day 
by a full videoconference training session to help industry participants become familiar with the 
functions of the emerging UI and API. 

2. On 30 March 2020, at a UI run-through, Geora personnel took the industry participants through 
a series of screen shots and mock-ups of specific UI screens and functionality, seeking approval 
to build the UI in the format presented. This was granted. 

3. This was followed by a series of individual tests of the UI by participants before a formal 
‘sandbox’ testing session with industry participants alone on 27 April 2020. Some bug-fixes 
were identified and communicated to Geora. 

4. Geora released a first update on 4 May 2020, which was immediately followed by another 
sandbox session for industry participants where some more minor bug-fixes were identified and 
presented to Geora. 

5. On 19 May 2020, at an initial sandbox session involving the author, Phillip Prather and two US-
based personnel from a manufacturer of TTO-containing products, more bugs, all minor, were 
identified and communicated to Geora via their newly implemented support group. 

6. On 22 May 2020, a second sandbox session for the author, Phillip Prather, Yannick Castells, a 
US-based trader, and a manufacturer of TTO-containing products with up to 10 sub-contractors 
was held. Again, bug-fixes were identified and presented to Geora. 

7. At the time of writing, Geora had not delivered the results of the final sandbox session although 
they are expected before the end of May 2020.  
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Results 
The UI has two distinct components: ATTIA Ltd interface and User interface.  

ATTIA Ltd interface 
This is exclusive to ATTIA Ltd and requires the user to sign in (Figure 1): 

 

Figure 1: ATTIA Sign-in page  

Once signed in, the ATTIA-authorised representative is taken to a Dashboard (Figure 2) that provides a 
summary of all participants; it divides them into COP-certified or uncertified users. 

 

Figure 2: ATTIA Dashboard screen 

The Dashboard list of users is sorted from shortest to longest, based on the Days to Expiry field for their 
COP certification, allowing these to be prioritised. In a future version, sorting could be by any column. 

Critically, no access is given to any entity without a new profile being created by ATTIA. When 
created, a new user is automatically (usually within 60 seconds) sent an email that invites them to set up 
their own unique password and gives the URL to the Geora/ATTIA blockchain portal. 

The Users screen (Figure 3) is accessed from the Dashboard and provides ATTIA with an overview of 
all users. It also enables the creation of new users (Figure 4) and an Edit User function (Figure 6) that 
allows a user to be edited, if required (e.g. change of email, address). It also gives ATTIA absolute 
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control over certification by date, re-certification and also provides for ATTIA to immediately revoke 
COP certification if this is warranted. 

 
Figure 3: ATTIA Users 

 

 
Figure 4: Add a User 

 

After a user is created, the ATTIA representative has the option to leave the user uncertified or to 
certify them as COP-accredited. 

If a user is to be certified, a Certify User screen (Figure 5) is accessed. A PDF of the COP Certificate 
must be attached when certification occurs, and both Start and End dates are mandatory; backdating of 
COP certification is not permitted under any circumstances. A field for notes is also available, but it is 
accessible only to the ATTIA representative. 

Each user can be viewed and, if necessary, edited, e.g. change of address, email or entity name (Figure 
6). This provides options to Extend or Revoke (Figure 7) COP certification. 

Note that once created, a user can never be deleted. This is a fundamental rule of any blockchain that 
has an append-only data structure. Revoking COP certification (Figure 7) is currently the only 
mechanism to exclude a user. In future versions, a ‘block’ function might need to be developed and 
implemented to exclude users identified as either abusing or attempting to abuse the system. 
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Figure 5: User Certification 

 

 
Figure 6: Edit User or their Certification 

 

 
Figure 7: Revoke User 
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User interface 
Once a user has been invited by ATTIA to join and has set up their unique password linked to the 
specific email address, they must sign into the protocol via a secure portal (Figure 8).  

 
Figure 8: User Sign-in 

When signed in, the user is taken to a dashboard where they are identified and their COP certification 
status is displayed (Figure 9, top right). A simple graphic providing a summary of assets created and a 
summary total of created, purchased, sold and current asset inventory is displayed (Figure 9). 

 
Figure 9: User Dashboard – overview 

As the user scrolls down the dashboard, a list of all assets, both current and past (Figure 10), is 
displayed. These are sorted on the unique Asset ID# that is generated as part of the inviolable record 
key by the blockchain protocol. In future versions, this sort function could be run for any column. 

An important inclusion in the Asset Dashboard is the tick-box option (Figure 10) to choose to show 
only My Assets (shown ticked in Figure 11), which hides any asset that has been either consumed or 
sold. This allows the user to see exactly what they have in stock as well as (with the box unchecked) 
what has been sold or consumed, when and to whom. In discussion on the functionality of this asset 
table, users leaned towards a ‘transactional ledger’ style of table allowing filter and sort functions by 
any column or field; this is an option for a future version because it is not included in the MVP design.  

Assets have detail on the batch number, manufacture date (cannot be backdated), quantity, certification 
status, ownership, and transferred from (source) and to (destination), including date of transfer. Note 
that assets that have been transferred (sold) are unable to be either edited or transferred (‘greyed out’). 
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Figure 10: User Dashboard – My Assets (all assets) 

 

 
Figure 11: User Dashboard – My Assets (only my assets) 

 

Asset management 
Asset creation 
From the dashboard, a user can create an asset that opens a new screen (Figure 12) where the batch 
number, date of manufacture, batch quantity (range 0.001 kg to 99,999.999 kg), and ISO certification 
must be entered. When the user clicks Continue, a second screen appears and asks for the data to be 
reviewed before actually creating the asset with its unique blockchain key.  

Note: this process is relatively slow because all nodes (computers) in the ledger must be queried to 
ensure the asset is correct and the permissions parameters are acceptable using the blockchain protocol; 
Geora are working on increasing capacity to speed this process up as much as possible. 

In future versions, other certifications (e.g. Halal, Kosher, Organic) could be included if appropriate 
controls are put in place to ensure they are, like the COP certification, legitimate. Additionally, a PDF 
version of the relevant Certificate of Analysis (CofA) could be included as a mandatory attachment for 
each batch created. 

Once the new batch is created and verified, it automatically appears in the My Assets table (Figure 10 
or Figure 11, depending on user choice on assets displayed). 
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Figure 12: Create an asset 

 

Asset edit or transfer 

Any asset held by the user can be edited (Figure 13) or transferred (Figure 14). There are strict rules on 
transfers (only to an existing user, only up to the actual batch volume available). If only part of an asset 
is transferred, a sliding bar graphic (Figure 14) is available to help the user visualise the percentage of 
the asset being transferred. The remaining (not transferred asset) is displayed and can still be managed 
by the owner. When transfer is confirmed, only the new owner can manage the asset. Careful 
consideration needs to be given to permissions in asset transfer because some smaller users may wish to 
rely on trading partners for asset management in the protocol. 

If an asset is transferred from a certified user to an uncertified user, the asset is automatically assigned 
as uncertified; again, it cannot be backdated. But if the recipient is certified, the asset remains certified 
after transfer. 

The edit batch function was fitted retroactively (not part of the MVP specification) because serious 
concerns were raised about ‘fat-thumb syndrome’ in the absence of a fully integrated API where data is 
transferred automatically between the protocol and the users’ enterprise resource planning software. 

In any future version, this functionality will have to be based on very strict permissions, with only the 
originator of the batch (i.e. a producer/grower, or a distiller who has been specifically assigned the right 
by the grower/producer) able to edit a batch; once transferred, editing cannot be allowed. 

 
Figure 13: Edit an asset 
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Figure 14: Transfer an asset 

 

Blending of batches has been flagged as a vital tool that will again be strictly permissioned. An example 
of this would be a large distiller who contracts for some smaller producer/growers. The individual 
grower/producer batch is created as an asset before being blended with batches from other 
grower/producers to generate an asset with sufficient volume to be commercially viable for sale and 
export. 

Testing 
Most of the core industry participants logged on in their own time and ran a series of test scenarios to 
familiarise themselves before two formal industry-only sandbox sessions were held to identify and 
communicate issues and bugs to Geora. When the bugs were fixed, two more formal sandbox sessions 
were conducted with core industry participants before two further sessions with downstream users. 

In the first downstream user session, a single TTO producer/trader and a single-point US-based 
manufacturer, who is committed to using only COP-accredited 100% pure Australian TTO in single-
point manufacturing for a range of air purifier and cleaning products, was invited to participate. When 
TTO as an asset was created, edited and transferred successfully, the user dashboard for the 
manufacturer functioned correctly. Despite a few new bugs being identified, the manufacturer accepted 
the entire concept. After fully assessing the protocol during the session, including the potential as a 
marketing tool, they had only two questions: When will it be launched, and when can we start using it? 

In the second downstream user session, two TTO producer/traders, a US-based trading house and a US 
based multi-point (10 separate manufacturing sites) manufacturer, were invited to participate. The 
trading house and the manufacturer immediately grasped the marketing potential of the protocol. 
However, the manufacturer noted that while an excellent concept, the blockchain protocol was simply 
not robust enough for them to contemplate its adoption without further significant improvements. 

Their input and questions about multi-point manufacturing, privacy and permissions-based access by 
the various levels of a complex supply chain were valuable and noted. Further, they asked about the 
potential for the protocol to be integrated into a mobile device app to allow a consumer to query the 
provenance of TTO as the active ingredient. Their most critical questions, which revolved around 
permissions, access to and integration of the API with their own ERP and accounting software, will be 
invaluable when developing proposals for future versions of the protocol. 
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Results Compared with Objectives 
The major objectives were broken into three areas (development, implementation and education), as 
summarised below. 

Development 
This commenced with identifying the critical data points and key assertions and was successfully 
completed for an MVP version. Importantly, new assertions and data points were identified and 
recorded throughout the project that can be used for future development. 

Capture and display of actual data was also implemented through the UI and GUI. Again, new data 
capture points and display of data parameters were recorded, which can be used for future refinement. 

User requirements to visualise and interact with the digital supply chain and the resulting Asset record 
was also implemented through development and launch of the GUI. Proposed improvements of 
visualisation and interaction were again recorded for future improvements to User experience and 
functionality. 

Implementation 
User case studies from industry participants enabled the successful initial rollout and testing of this 
foundational (MVP) digital system. 

Further testing at sandbox sessions analysed and tested outcomes for continued optimisation and 
improvement to the solution. Improvements beyond the MVP version have been identified and recorded 
that will allow more development and testing in future versions. 

Education and Training 
Industry participants are now proficient in the MVP version and have a clear picture of the capabilities 
and significant limitations of the system. This will help ATTIA inform and educate others, as it has 
done already with two sandbox sessions with US-based manufacturers. It can also facilitate training that 
will eventually be compiled into a user manual for new entrants. 

Internal developers have not yet been trained to continue managing and improving the systems. With 
the advantage of hindsight, it should not have been included in this project because the current (MVP) 
version is not robust enough to contemplate a release date. Substantial investment in development and 
testing is needed before any release is contemplated. Feedback from users introduced to the MVP 
version suggests that the release of a fully functional protocol is an absolute requirement before any of 
them would consider investing in the development of integration algorithms to manage an API to ERP 
interface. 
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Implications 
The implications of a fully functional and well-integrated inviolable traceability protocol based on 
blockchain are incalculable for every link in the TTO supply chain, from the producer/grower through 
to the end user. This is particularly so if a major chain such as Walmart become involved. 

This was confirmed during two downstream User sandbox sessions when the single-point US-based 
user wanted to start using it immediately. Although the US trader also embraced the protocol, the multi-
point manufacturer pointed out that while this is an excellent concept, much work (and investment) is 
still needed before the project can become a reality. 

In its current form (as an MVP), the protocol has the potential to be a catalyst for further incremental 
development, testing and input from a wide range of links in the TTO supply chain to help develop a 
model that covers the many demands and novel concepts a simplified version has already raised. 

It is increasingly obvious that the use of an MVP concept to introduce the concept of a blockchain 
protocol was the correct decision. Without a minimalist but functional version, it would be almost 
impossible to ask actual users to visualise the process, let alone provide constructive feedback. 

A real use case has been proposed to enable the collection of compulsory levies based on data generated 
through the blockchain. If implemented and correctly permissioned, policy makers and users could 
utilise the data from producer/growers to calculate and perhaps automatically submit levy returns. 

Supply Chain Links 
With the preliminary sandbox sessions now complete, the supply chain for TTO is already far more 
complex than envisaged in the MVP development stages, as shown below: 

Grower/Producer  Distiller  Warehouse  Broker  Trader  Exporter Warehouse  
Manufacturer  Contract Manufacturer  Warehouse  Wholesaler  Retailer  End user. 

Note that transport nodes and the complex web of trades, transfers, loans and circular resale that 
inevitably happen with any commoditised product have not yet been included. These will, when fully 
developed, result in a three-dimensional maze of potential nodes and pathways. 

Most critically, when this complex web of nodes and pathways has been developed, clear unambiguous 
permissions for each different scenario, including the possibility of assigning some permissions to third 
parties in certain cases, must be developed, implemented and integrated before being exhaustively 
tested before release. 

Risk Analysis 
Blockchain is an inherently risky nascent technology and early adoption is always a risk. This point was 
discussed extensively by the ATTIA Board of Directors in early April 2019, after the AFA Evoke AG 
conference in Melbourne. Work instructions were issued to research options and early adopters, 
including an Australian Grain/AgriDigital solution and a CBA/Almond pilot project, both built on 
Ethereum. Subsequently, ATTIA’s Board raised the issues of blockchain and traceability at ATTIA’s 
AGM in late October 2019. When strong support was given, the Board resolved to go ahead with a pilot 
project to test the premise of a blockchain solution choosing Geora Ltd, an outgrowth of AgriDigital.  

While there is a clear sense that blockchain is a potential gamechanger, there are also doubts. A 
particular concern is that little of substance has been achieved using blockchain in the real world of 
commerce. Of many use cases, many are still at the idea stage while others are in development but with 
no output. The bottom line is that despite billions of dollars of investment, evidence of the practical use 
of blockchain is thin on the ground. Notwithstanding this, there are two facts to indicate that while 
risky, blockchain can be used successfully by the TTO industry: 

1) There are few companies with the appetite to lead development of a utility that would benefit an 
entire industry. ATTIA is such an entity, and has the necessary vision, mandate and drive. 
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2) Blockchain’s best demonstrated value is in niche applications with specific use cases. These 
include elements of data integration for tracking asset ownership and asset status in which 
distributed ledgers can tackle pain points, including inefficiency, process opacity, and fraud. 
This sums up our use case perfectly; the TTO supply chain is a real niche supply chain that is 
challenged by process opacity and fraud. 

There are three key principles to be addressed when risk analysis is conducted: 

1. An industry must start with a problem, the TTO industry has two: a) adulteration; and a b) lack 
of traceability beyond the farmgate. Blockchain will address these elegantly if, as anticipated, it 
is widely accepted and adopted beyond the farmgate. 

2. Organisations must identify an investment rationale that reflects their market position that is 
supported by the board and by users without fear of cannibalisation: ATTIA’s current approach 
using a novel technology solution and strict permissions criteria addresses this well, given the 
complexity of educating users on the use and function of blockchain. 

3. All involved must agree to mandate and commit to a path to adoption: this is where we are up 
to. Adoption of blockchain is a common-sense extension to ATTIA’s ongoing COP quality 
assurance scheme.  

 
The concept of performance targets (transaction, volume and velocity) still must be addressed. 
There is no doubt that the ATTIA Board and its membership have real appetite to set up the 
necessary organisational frameworks, working groups, and communications protocols so that 
development, configuration, integration and marketing to drive adoption at scale are sufficiently 
supported for successful adoption. 

Conclusion 
A ‘blue-sky dream’ for this project points towards a robust, integrated and inviolable system that starts 
with COP accreditation at the producer/grower node and ends with a discerning end user scanning a G-
Code with a free app on a mobile device either on a product in a retail shop or in an e-commerce 
website. It allows the end user to not only see a tick of approval showing the product contains only 
COP-accredited 100% pure Australian TTO, but also to give them detail on the product, which might 
include the TTO batch used, manufacturer, distiller, and original grower who produced the crop. It 
might include images if needed.  
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Recommendations 
It is strongly recommended that this project be further funded and developed towards its logical 
conclusion as a robust, integrated and inviolable system that starts with COP accreditation at the 
producer/grower node and ends with a discerning end user scanning a G-code with a free app either on a 
product in a retail shop or in an e-commerce website. It allows the end user to see a tick of approval 
showing that the product contains only COP-accredited 100% pure Australian TTO. 

This project has clearly demonstrated the potential value of a traceable supply chain governed by an 
inviolable blockchain protocol. However, a huge amount of development work and creative thinking is 
needed before it can become a reality. 

ATTIA Ltd has already applied for a grant of more than $400,000 through the Traceability Grants 
Program – Round 1 [7], which is funded through the Department of Agriculture Water and the 
Environment (DAWE). A decision for this grant is expected before the end of June 2020. 

The key statements in this grant application sum up the recommendations for fully developing the 
protocol and realising its full potential: 

1. The MVP for a TTO blockchain solution is a first iteration of a system that aims to prevent 
much of the remaining adulteration of TTO globally to meet the objective of protection through 
verification of pure TTO. By providing transparent and traceable records of TTO through 
production, manufacture and distribution, we are building the foundation of a digital system for 
global participants in the TTO supply chain by providing a system to track TTO from paddock 
to bottle through a standard TTO record using Smart Contracts (tokens) deployed on a 
blockchain platform.  
 
The system offers automated Certificate registry of all ATTIA COP-accredited producers as 
well as the ability to transact TTO using Smart Contracts, including transaction units, parties 
and detailed transaction data. The intent of this application, Blockchain Traceability for Tea 
Tree Oil, is to facilitate funding for consortium partners and a subcontractor to allow rapid 
development beyond the MVP stage to drive enthusiastic adoption of this protocol by all 
participants throughout the TTO supply chain, regardless of affiliation. An initial survey of 
manufacturers will provide baseline metrics to allow the principle outcome, uptake of a 
traceability platform, to be measured.  
 
This next-stage development will enable traceability verification from the producer right 
through to the ultimate end user, through the development of a user-friendly Application 
Programming Interface (API) and a universal mobile app that can be downloaded from 
Google/Apple stores by all supply chain players to allow one-step global verification. 
 

2. An investment was made by ATTIA in 2012 to develop and integrate a new testing regime to 
assess the purity of TTO utilising a unique ‘fingerprint’ in the product where the enantiomeric 
ratios of three intrinsic components are accurately measured. The successful validation of this 
methodology resulted in its adoption by the International Standards Organisation for a revised 
Standard for TTO (ISO 4730: 2017). This was followed over the next decade by a threefold 
increase in the production and export of 100% pure TTO. Concurrently, a 125% increase in 
TTO farmgate price occurred as unscrupulous merchants peddling adulterated TTO were 
pushed out of the market.  
 
Globally, manufacturers and consumers are demanding traceability and provenance of the 
products they buy. The current trend towards the development and eventual universal adoption 
of integrated and inviolable blockchain-powered traceability solutions has the potential to 
double again global demand for 100% pure Australian TTO.  
 
This proposal takes its cues from these market signals for traceability to the next logical step – 
the development and adoption of an inviolable traceability solution that is underpinned not only 
by blockchain but also by other emerged and emerging technologies available through the 



 

16 

Internet of Things, including smart tags, G-codes and other web-enabled smart devices that 
collect, send and act on data acquired from various environments. In its full implementation, 
this project will enable an embedded code on a formulated product in a retail outlet to be 
scanned by a prospective customer using a mobile app to instantaneously verify that the product 
contains an unadulterated source of TTO.  
 
As evidenced by the market results of ATTIA’s anti-adulteration efforts, adoption of this 
blockchain solution across the supply chain presents the real possibility of largely eliminating 
the estimated 50% of adulterated TTO marketed globally. The protocol has the potential to 
double the demand for 100% pure Australian TTO within the current market use profile without 
the need for costly and inherently risky development of novel use cases – a win both for 
Australian agriculture and, equally importantly, for the safety of consumers worldwide. 
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